NOT FOR PROFIT ORGANIZATIONS
FRAUD AWARENESS INFORMATION

Who Commits Fraud?

External

Internal

e Suppliers

e Competitors
e Con-men

e Customers

e Employees
e Managers
e Directors

Common Types of Fraud

[Misappropriation of Assets

Internal Control Procedures

e Theft of Cash
» Daily deposits
» Cash donations
» Lapping of revenue
» “Less Cash™ schemes

Segregation of duties between:

» Handling cash and record keeping

» Handling cash and bank
reconciliations

Immediate endorsement of incoming

cheques

Timely completion of bank

reconciliations

Independent review of bank

reconciliations

Regular clearing / reconciliation of cash

clearing account (if used)

Limited access to cash (locked petty

cash, regular bank deposits)

Have two people count cash

Approval for cash expenditures and

review of related receipts

Regular balancing of petty cash

Timely mailing of monthly accounts

receivable statements to customers

e Theft of Investments
» Principal portion
» Diversion of income or gains
» Borrowing funds

Board approval of transactions
Regular recording of transactions, and
monthly reconciliations of G/L balances
to investment statement balances
Management / Board review of:
» Monthly/quarterly/annual investment
statements
» G/L balances (asset and income
accounts)
» G/L balances to Investment statement




Misappropriation of Assets

Internal Control Procedures

e Property and Equipment
» Theft of property and equipment

by organization

to conceal other fraud
» Theft of proceeds from sale

» Personal capital improvements paid

» Manipulation of accounting records

e Maintain continuity schedules of property]

and equipment purchases or in-kind
donations including date purchased,
description of asset, serial number, and
date of and proceeds from sale
Management / Board annual review of
continuity schedule and inspection of
assets

Board approval of purchases and
disposals and review of related invoices
prior to payment

Use of physical precautions such as locks
and security systems

e Common Debt / Other Liabilities
» Unauthorized borrowing
» Diversion of loan proceeds

Board approval of borrowings and terms
of repayment

Board annual examination of credit
facility agreements

Board periodic comparison of note
holders’ records to G/L balances and re-
computation of interest expense

e Contributions / Revenue
» False credits or write-offs

v

v

sales, direct contact solicitation,
fundraising receipts)

v

Issuing receipts for inflated FMV
» Misappropriation of rebates and
miscellaneous revenue

Theft of non-cash contributed assets
Theft of cash (donation boxes, ticket

» Issuing receipts for bogus amounts

Use of duplicate and prenumbered
invoices, sales and donations receipts
Timely mailing of monthly accounts
receivable statements to customers
Board approval of write-offs and
documentation in board minutes
Management / Board control over
donations receipts (physical control and
authorization for signing)

Receipt and management / board review
of appropriate documentation supporting
FMV's of donation receipts

Cash collection assigned to two people,
with management / board oversight
(Restrict the number of persons handling
cash during fundraising events)
Appropriate segregation of duties (see
theft of cash previous page)

Completion of variance analysis (budget
to actual, current year versus prior year)
Monthly reconciliation of accounts
receivable subledger to general ledger
Mandatory vacations and rotation of job
responsibilities




isappropriation of Assets

Internal Control Procedures

¢ Expenses

Kickbacks and secrete commissions
such as: gifts, cash, travel,
entertainment, and consulting fees
False or inflated vendor invoices
Excess purchasing schemes
Duplicate payment schemes
Employees writing cheques to
themselves

Contract or bidding fraud

False or inflated employee expense
reports

Personal use of credit cards
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Existence and management / board
review of purchase orders and invoices
Management / Board examination of
supporting documentation before signing
of cheques by authorized persons
Two signatures on all cheques. Cheques
for large amounts should have at least
one board member’s signature. In small
organizations, a board member should
sign along with management.
Evidence on invoice of review and
approval of payment
Segregation of duties between:

» Recording transactions and cheque

signing
» Recording transactions and bank
reconciliations (when possible)

Management / Board review and
approval of credit card statements and
employee expense reports

o List of cheques issued for board approval
e Independent review (management /

board) of bank reconciliations and
cancelled cheques

Monthly reconciliation of supplier
statements to suppliers’ accounts payable
G/L balances

e Payroll

» Ghost employees
Overpayment schemes
Diverting wages or payroll taxes
Theft of paycheques
Theft of cheques
Employees writing extra cheques to
themselves, or direct deposit of
unauthorized amounts
Expense report fraud
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Adequate personnel files including
management / board approval of hiring
and signed employment contract
Supervisor approval of time sheets
Management / Board (person
knowledgeable of employees, pay rates
and independent of processing) review of
payroll calculations and payroll register

e Management / Board review of T4’s
* Reconciliation of G/L wages to T4 wages

reviewed by management / board
Segregation of duties between
processing/recording transactions and
cheque signing

If direct deposit, a person independent of
processing/recording should examine
direct deposit report and authorize direct
deposit transfer







